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DETAILED ACTION 



1. 



Applicant's arguments with respect to claims 1 and 1 1 have been considered but are moot 



in view of the new ground(s) of rejection. 



2. 



Examiner accepts the amended specification and drawings 



Claim Rejections - 35 USC §103 



3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-18 are rejected under 35 U.S.C. 102(b) as being anticipated by W. Stallings, 
1999 (Stallings, "Cryptography and Network Security, Principles And Practice, 2 nd edition.") in 
view of WAP forum, March 29, 2000, ("WAP -195-WAWOverview). 

As per claim 1, Stallings teaches a method for secure communication between first and second 
entities interconnected via an internet network, said entities being associated with respective first 
and second processing systems connected to said internet network, said first system operating in 
client mode and said second system operating in server mode, said method comprising: 

assigning respective permanent internet addresses to said first and second entities 
(Stallings page 400 section 13.1 par. 3), 

making at least one application, located in a server of said second system, accessible to 
said first entity (Stallings page 400 section 13.1 lines 37-page 401 lines 2, and fig. 13.1), and 
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to encrypting data exchanged between said first and second entities in conformity with a 
desired security protocol (Stallings page 401 lines 7-12, and fig. 13.1), wherein said first and 
second systems include a communication protocol stack having at least one layer which allows 
for said encrypting step to be performed (Stallings page 400-401 section 13.1). 

Stallings fails to explicitly disclose wherein the second entity hosts a WAP gateway 
utilizing a web server application interface adapter as amended. 

However WAP forum discloses a WAP gateway utilizing a web application interface 
adapter (pages 21-22 section 7.5). 

Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to employ the teachings of WAP forum within the system of Stallings 
because it would security provide a web applications to end users. 

As per claim 11, Stallings teaches a system architecture for secure communication between first 
and second entities interconnected via an internet network, said entities respectively being 
associated with first and second data processing systems within a set of distributed systems 
connected to said internet network, said first system operating in client mode and said second 
system operating in server mode, said first and second entities being associated with permanent 
internet addresses, comprising: 

a server included in said second system, said server comprising at least one application 
accessible to said first entity (Stallings page 400 section 13.1 lines 37-page 401 lines 2, and fig. 
13.1); 

first and second communication protocol stacks respectively included in said first and 
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second systems, each of said first and second communication protocol stacks comprising at least 
one address layer using a respective one of said permanent IP addresses (Stallings page 400 
section 13.1 par. 3) and a logical layer for encrypting, in end-to-end mode in conformity with a 
given security protocol, data exchanged between said first and second entities (Stallings page 
400-401 section 13.1, and page 411 fig. 13.5). 

Stallings fails to explicitly disclose wherein the second entity hosts a WAP gateway 
utilizing a web server application interface adapter as amended. 

However WAP forum discloses a WAP gateway utilizing a web application interface 
adapter (pages 21-22 section 7.5). 

Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to employ the teachings of WAP forum within the system of Stallings 
because it would security provide a web applications to end users. 

As per claims 2 and 12, Stallings and WAP forum teach all the subject matter as described 
above. In addition Stallings teaches a method, wherein said permanent IP addresses assigned to 
said first and second entities conform to an EPV6 Internet address protocol (Stallings page 400 
section 13.1 par. 3). 

As per claim 3, Stallings and WAP forum teach all the subject matter as described above. In 
addition« Stallings teaches a method, wherein communications through said internet network take 
place in conformity with an IPV4 Internet address protocol, and wherein said method further 
comprises: 
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executing, in at least one of said first and second systems, an address conversion step 
which includes converting said EPV4 internet address protocol to said EPV6 internet address 
protocol (Stallings page 400 section 13.1 lines 16-19, and page 405 lines 14-16). 

As per claim 4, Stallings and WAP forum teach all the subject matter as described above. In 
addition Stallings teaches a method, wherein said encrypting step is performed in conformity 
with an IPSec protocol in tunnel mode, in order to obtain secure data exchanges between said 
first and second entities, and wherein said EPSec protocol is used with an EPS mechanism for 
authenticating information sources (Stallings page 402-408 section 13.2). 

As per claim 5, Stallings and WAP forum teach all the subject matter as described above. In 
addition Stalling teaches method, wherein said first entity is a user of said first system, wherein 
said method further includes a step for authenticating said user (Stallings page 400 section 13.1 
lines 14-19), and wherein said permanent IP address assigned to said first entity is used to 
identify said user (Stallings page 401 fig. 13.1, and page 400-401 section 401). 

As per claim 6, Stallings and WAP forum teach all the subject matter as described above. In 
addition Stalling teaches a method, wherein communications through said network take place in 
data packet mode, and wherein said permanent IP address identifying said user is present in 
encrypted form in conformity with said IPSec protocol, in each of said data packets (Stallings 
page 408-413 section 13.3, and fig. 13.6). 
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As per claims 7 and 15, Stallings teaches all the subject matter as described above. Stallings fails 
to teach WAP. However WAP forum teaches a method, wherein said first system is connected to 
a wireless transmission segment wherein communications between said first system and said 
second system take place in conformity with a WAP protocol, wherein said second system 
includes at least a first module constituting a WAP server and a second module forming a unified 
interface between said WAP server and said at least one application, and wherein said WAP 
server is integrated into said second system as a web server (WAP forum pages 23-24 section 
705, and fig. 6). Therefore it would have been obvious to one having ordinary skill in the art at 
the time of the invention was made to employ the teachings of WAP forum within the system of 
Stallings because it would allow to provide wireless applications to the end users (WAP forum 
pages 23-24 section 705, and fig. 6). 

As per claim 8, both Stallings and WAP forum teach all the subject matter as described. In 
addition, WAP forum teaches a method, wherein said second system includes an additional 
module for performing two-way interface adaptation of structures, which makes it possible to 
support application interfaces used by web servers (WAP forum pages 23-24 section 705, and 
fig. 6). The rational for combining are the same as claim 7 above. 

As per claim 9, both Stallings and WAP forum teach all the subject matter as described. In 
addition, WAP forum teaches a method, wherein said first system includes a WAP browser 
(WAP forum pages 23-24 section 705, and fig. 6). The rational for combining are the same as 
claim 7 above. 
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As per claim 10, both Stallings and WAP forum teach all the subject matter as described. In 
addition, WAP forum teaches a method, wherein said first system includes a mobile system, 
wherein said method further includes assigning to said first system a temporary address, and 
initiating a dialog between said first system and a home agent connected to said internet network 
to correlate said permanent address assigned to said first entity with said temporary address, in 
conformity with said IPV6 protocol (WAP forum pages 23-24 section 705, and fig. 6). The 
rational for combining are the same as claim 7 above. 

As per claim 13, Stallings and WAP forum teach all the subject matter as described above. In 
addition Stallings teaches an architecture, wherein said internet network conveys data packets in 
conformity with an IPV4 protocol, 

wherein each of said first and second protocol stacks includes a first address layer in the 
IPV6 protocol and a second address layer in the IPV4 protocol from which PV6-compatible 
addresses are derived, in order to obtain exchanges in tunnel mode (Stallings page 400 section 
13.1 lines 16-19, and page 405 lines 14-16), and 

wherein said logical layer in each of said first and second protocol stacks encrypts data 
packets exchanged between said first and second entities (Stallings section 13.1-13.2). 

As per claim 14, Stallings and WAP forum teach all the subject matter as described above. In 
addition Stallings teaches an architecture, wherein said logical layer in each of said first and 
second protocol stacks conforms to an EPSec protocol in tunnel mode, in order to obtain secure 
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data exchanges 

between said interconnected first and second entities, and wherein said EPSec protocol is used 
with an EPS mechanism for identifying information sources (Stallings page 402-408 section 
13.2). 

As per claim 16, both Stallings and WAP forum teach all the subject matter as described. In 
addition, WAP forum teaches an architecture, wherein said second system includes at least one 
additional module for two-way conversion of data packets of structures in conformity with web 
or WAP protocols (WAP forum pages 23-24 section 705, and fig. 6). The rational for combining 
are the same as claim 7 above. 

As per claim 17, both Stallings and WAP forum teach all the subject matter as described. In 
addition, WAP forum teaches an architecture, wherein said first system is a mobile telephone 
terminal operating in a GSM standard, said mobile telephone terminal including a WAP type 
browser constituting a client and a display screen for displaying pages in WML-type language 
(WAP forum pages 23-24 section 705, and fig. 6). The rational for combining are the same as 
claim 7 above. 

As per claim 18, both Stallings and WAP forum teach all the subject matter as described. In 
addition, WAP forum teaches an architecture, wherein said first system is a mobile telephone 
terminal operating in a GPRS standard, said a mobile telephone terminal including an Internet 
browser constituting a client and a display screen for displaying pages in WML-type language 
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(WAP forum pages 23-24 section 705, and fig. 6). The rational for combining are the same as 
claim 7 above. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. Jorgensen Pub. No.: US 2002/0099854 Al. Jorgensen discloses the teachings of 
WAP router, web application transmission, and Ipsec. 

6. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 
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7. 



Any inquiry concerning this communication or earlier communications from the 



examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272-3867. 
The examiner can normally be reached on Mon-Fri 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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AYAZ SHEIKH 
SUPERVISORY PATENT EXAMiNEP 
TECHNOLOGY CB4TER 2100 




